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Abstract

The youth of Bangladesh is heavily reliant on their various technological devices. Children now have 
much more convenient access to a broad variety of applications and services relating to education, 
communication, and entertainment because to the widespread availability of mobile phones, laptops, 
and desktop computers. As a result, parents in Bangladesh are naturally concerned about the increasing 
privacy and security dangers their children face when they go online. There is a lack of research on how to 
equip children and their parents to take action to avert the risks of the internet, despite the fact that certain 
prospective prediction models have been established to indicate which children are at high risk of internet 
privacy and security problems. This study was carried out to assist address that informational vacuum. 
This article analyzes survey data from 383 kids (aged 6 to 17) and 311 parents (aged 25 and up) as well as 
in-depth interviews with 30 kids and 42 parents to determine the best ways to protect children’s privacy 
and safety online. Following that, we combined the survey findings with the interview insights to see what 
kinds of direct and indirect behaviors parents and children engage in that endanger their privacy and safety. 
It was also found that children are becoming more susceptible to online dangers as a result of a breakdown 
in communication between parents and children regarding their use of digital devices, the proliferation of 
social media platforms, and other factors (such as online gaming, shopping, texting with strangers, etc.). It 
was also shown that parents who monitor their children’s online behavior by, for example, imposing time 
limitations on their kids’ device use, may greatly improve their children’s online safety and security. The 
research finishes with seven measures parents may take to protect their children’s privacy and safety online.
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Despite common use, “privacy” and “security” do not refer to the same thing[12] when addressing children’s 
internet use. In common use, “privacy” refers to “the extent to which an individual is able to manage, 
access, and exert control over personally identifiable information”[23]. Children are protected from having 
their personal information shared with an unidentified third party without their agreement or that of their 
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parents under the terms of privacy rules. Similarly, privacy precautions prevent identity theft and data 
breaches involving minors[26, 33]. But security refers to the measures taken to ensure that sensitive data is 
kept safe from prying eyes in the event of a data breach, leak, or cyberattack. Furthermore, the deployment 
of safety measures guarantees the safety of children when they use digital platforms[40]. Children are 
especially vulnerable to cyberbullying, harassment, and other types of online abuse if they are unable to 
protect their privacy and security online[15]. Many privacy and security issues, such as hacking and misuse 
of passwords, malware download, phishing, improper content access, and many more[11], are frequently 
linked to children. Children’s physical and mental health may be negatively impacted when their online 
privacy is violated[7]. This may manifest as a variety of symptoms, such as despair, stress, increased anxiety, 
difficulty utilizing social media, sleep difficulties, and avoidance behavior. Their physical and mental 
well-being may be at risk if sensitive information about them became public knowledge. Because of the 
information the hacker stole, it’s conceivable that both parents and kids may lose their social security 
benefits. It has been claimed[8] that hackers have used children’s confusion about the internet to steal 
their parents’ financial information. The implications of unrestricted access to the internet, especially if it 
includes age-inappropriate material, on the developing brains of children cannot be overstated[1]. There are 
two main types of dangers associated with internet use: content threats and contact threats[18, 30]. Threats 
from technology and the internet[13] and human error[9] are two further examples. Commercial spam and 
targeted emails or adverts (treating children as active clients) are examples of content that represent a 
danger[37]. Other forms of adult or abusive content include pornography, violence, pro-anorexia, and drug-
related material. Loss of privacy, “sexting,” cyberbullying, and “cyberstalking” are all terms that allude 
to the use of technology to harass someone, and “grooming” is the process by which an adult cultivates 
an emotional attachment with a kid for the intention of committing sexual abuse[28]. A child’s behavior 
might pose a threat if he or she engages in activities that are socially unacceptable or illegal, such as file 
sharing without permission or harassing other kids[9]. Information security risks associated with computers 
and the internet include malware (programs designed to disrupt a system, gain access to computers, 
and steal private data), phishing (a technique for tricking a user into divulging sensitive information by 
pretending to be a reliable source), lost or stolen data, compromised passwords, and internet addiction[5, 

35]. Addiction to computers and the internet is a further risk. Today’s parents have options for protecting 
their children from potentially hazardous content online, such as kid-safe settings and parental control 
software, but these solutions don’t provide complete protection[22].

1. Objectives

The improvement of children’s online privacy and safety is one of the primary focuses of this paper, 
as well as one of its goals. As a result, it is essential to have a grasp of the risks to one’s privacy and 
security that are posed by the internet, as well as how these risks influence children. In addition, the 
article makes an effort to provide suggestions for parents, with the goal of ultimately providing a more 
positive atmosphere for children when they are using the internet. The following is a condensed version 
of the goals that this paper aims to achieve:

�� To identify the common digital privacy and security threats for children and to analyze the pattern 
of their effect on children.

�� To understand the reasons for which the digital privacy and security of children is being 
compromised.
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�� To examine the role of the parents and to justify the responsibility of the parents to improve the 
digital world for their children.

�� To ensure a more secure and safe online environment for the children by offering some 
recommendations to the parents.

2. Methods

The primary focuses of the research are children and their parents. The authors needed to collect data 
from both the children and their parents. The collection of research data from children and young people 
is challenging [8]. Hence mixed method of survey and one-on-one interviews were used for both the 
children and parents. Initially, 383 children’s data were collected through a game-based app and one on 
one interview was conducted with 30 children. Afterward, through an online survey, the authors collected 
data from 311 parents and then semi-structured interviews were conducted with 42 parents.

Fig. 1: Android app ‘Pi Play’ to collect data from children

To collect survey data from the children, it was important to reach out to the children. The children might 
not be interested to answer too many questions in the survey, and they will not also like an orthodox 
survey. Keeping this in mind, an Androidapp was developed which was a type of game where the children 
were asked questions and given points after every answer. Two images of that game are shown in Fig. 1. 
There were quizzes and small games included too after a few questions and finally, the children receive 
a total point based on their performance. This gave the children a flavor of playing an android game 
where their answers to the questions were stored in the database. As the children would not like to answer 
too many questions, the total number of questions was restricted to 28 only. In the initial part they were 
asked about their demographic information like age, gender, school medium,etc, in the second part they 
were asked some privacy and security questions like who sets the password for them, whom they share 
the password with, who shares their devices, etc. and in the final part they were asked about how they 
feel about the privacy and security violations on digital devices, for example, did they ever face any 
threat or harassment online, did anyone force them to do or see something online, etc. The summary of 
the dataset is given in Table 1.
As all the authors are locally from Sylhet, Bangladesh and also live here for long, they have good contact 
with a few primary and secondary schools in the Sylhet region. The authors visited a total of 12 primary 
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and secondary educational institutions in Sylhet region which included 4 Bangla Medium Schools, 5 
English medium schools (National Curriculum), 2 English Medium schools (British Curriculum), and 
1 madrasa. The mobile devices installed with the Android app were handed over to children of 6 to 17 
years of age and each student took an average of 10 minutes to play the game. The authors visited with 
several devices at each institution for utilization of time. This process took about 2 months and finally, a 
total data of 383 children were successfully collected through the game-based survey. Statistical analysis 
was then done on the collected data.
After the survey, semi-structured interviews were conducted with 30 children in order tocompare the 
findings of the survey data with reality. The authors chose 8 children first from the neighborhood and 
the parents of these 8 children helped us to recruit the other 22 child participants for the interviews. 
All the interviews were semi-structured where the parents were not present besides the children during 
the interview period. The children were asked about their uses pattern of digital devices, their online 
interests, and more importantly regarding privacy and security aspects of the digital world. The interview 
participants were 6 to 17 years old and 15 boys and an equal number of girls were interviewed. Each 
interview lasted approximately 20 to 30 minutes and all the children who participated in the interviews 
were entertained with chocolates.

Table 1: Summary of data sets, both children and parents

Children Data Set Parents Data Set
Number of Attributes: 28 Number of Attributes: 45
Demographic Questions: 4 Demographic Questions: 10
Privacy Questions: 6 Privacy Questions: 8
Security Questions: 13 Security Questions: 16
Activity Questions: 5 Activity Questions: 11

Designing appropriate questionnaires for the parent survey was crucial. After much work, the survey’s 
45 questions were ready for distribution. There were three sections to the survey’s questions. At the 
outset, we asked them some basic questions about themselves, such as where they were from and how 
many kids they had. When it came to their children’s online safety and privacy, parents were polled on 
their thoughts, attitudes, and beliefs in the second section. Finally, they were questioned about their 
children’s use of the internet, namely how they talk to their kids about being safe online, whether or not 
they keep tabs on their kids’ actions, and so on. The summary of the dataset is given in Table 1. A total of 
311 guardians took part in the study. The authors conducted in-person surveys with a total of 42 parents 
while 269 participated online. Email and messaging apps like WhatsApp were used to disseminate the 
survey’s questions to online participants. Among the parents, 139 were male, 170 were female and only 1 
identified him/herself as other. They are from all eight divisions of Bangladesh where Sylhet has the highest 
participation with 136 participants. Parents from the capital city Dhaka stood second with 51 participants. 
Among the other divisions, Chottogram had 32, Barishal and Rajshahi 14 each and Mymensingh got 
11 participants. Participants were very poor numbers from Rangpur and Khulna divisions, only 6 and 5 
respectively. Out of 311 parents, 73 identified themselves as postgraduates, 140 parents identified them 
as graduates and 74 parents just completed Secondary School Certificate Examination (SSC). The gender 
of the children of these parents was almost equal with 158 girls and 153 boys. These children are from 
different age groups of 6-17 years. Among the 311 children of these parents, 185 go to English medium 



87Print ISSN : 2348-7437 Online ISSN : 2454-9533

Digitally Mediated Parenting in Bangladesh: Reality, Dangers and Answers

schools which is 59.5%. 47 are from British curriculum and 138 national curriculum. 34% of children 
are from Bangla medium school and 6% only from Madrasa, the numbers are 105 and 20 respectively.
The authors performed statistical analysis on the survey data collected from the 311 parents. Then one-
on-one interviews were conducted with 42 parents to compare the results of the survey findings with the 
views of the parents. Initially we recruited 10 parents from convenient sampling and these parents help 
us to recruit another 32 parents through snowball sampling. Finally, we conducted interview with a total 
of 42 parents who have children of 6–17-year age range.

3. Background Study

Both childhood and adolescence are crucial developmental stages because they mark the emergence of 
responsible risk-taking. At these times, young individuals are especially susceptible because they lack the 
cognitive maturity to fully see the connection between their actions and their outcomes[14]. In addition, 
digital technology is increasingly present in children’s daily lives, whether at home or at school[27]. 
Youngsters spend a lot of time plugged into various technological gadgets, including smartphones, 
tablets, laptops, and “smart” playthings. There has been a similar surge in young people’s use of digital 
technology since the COVID-19 epidemic[3, 39]. These days, young people use their digital devices 
for everything from hanging out with friends to learning and communicating with teachers[28]. As the 
number of users grows exponentially, so do parents’ concerns about their children’s privacy and security 
online[22]. Concerns about privacy and security associated with the use of digital technology range from 
the abstract (such as surveillance and identity theft) to the particular (such as avoiding embarrassment 
or keeping one’s schedule under control)[31]. Most children and adolescents will be victims of cyber 
abuse, cyberbullying, or online threats at some point in their life, a problem that has increased with the 
widespread adoption of the internet and the rise of social media among young people. Several areas of 
young people’s lives, such as their sense of security and privacy, are negatively impacted by the anxiety 
and danger they experience online. Despite the widespread belief that protecting kids’ privacy and security 
online isn’t a major issue[2], research shows that parents can have a significant role in doing so. But, it 
is also the truth that parents cannot carry the entire burden alone if their children do not actively seek 
safety. Adolescents and younger children are less able to retain self-discipline and perform well in novel 
settings due to pressure from their peers and the intensity of their emotions. Adolescents are more likely 
to reject standardized risk treatments[25, 38] due to their impulsiveness, sensation-seeking, thrill-seeking, 
and other individual characteristics.
Children’s understanding of internet privacy and data sharing is an important topic for HCI researchers, 
who are regularly conducting studies on the topic. One research demonstrated that kids as young as 8 
years old could understand some of the privacy implications of making data publicly accessible and 
searchable by using the visual programming language Scratch[32]. For instance, they realized that there 
are privacy risks associated with collecting and storing data, that analyzing data calls for skepticism and 
interpretation, and that data contains assumptions and obfuscated choices. Another research indicated that 
kids aged 6-10 were aware that internet-connected devices might record and replay their conversations, 
but they didn’t make the connection that other people could listen in[6]. Children aged 5-11 showed a 
rudimentary grasp that material may be sensitive and should be shared only with trustworthy persons, 
according to another research. However, these young people showed a general lack of comprehension of 
more sophisticated issues, such as the implications of communication mediums on privacy and security[34]. 
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In sum, these findings demonstrate that some youngsters may have a rudimentary awareness of online 
privacy and security, but that they need further assistance from adults to guarantee these.
When it comes to instructing children on how to best safeguard their own identities and possessions, there 
is no better resource than the parents themselves. Some parents view instilling in their kids a concern 
for privacy and security as a long-term endeavor rather than a quick fix[4]. The typical American internet 
adult can only correctly answer five of thirteen basic cybersecurity questions[16], according to the Pew 
Research Center. People’s cybersecurity abilities are influenced by a variety of demographic and life 
circumstances[20]. While parents are an important source of knowledge for their children, they should not 
be expected to be the only guardians of their children’s privacy and safety online. Changing children’s 
online behavior to protect their privacy and security in the digital world is part of a larger effort to make 
the internet a safer and better place for everyone[36]. Adults in a child’s life may help keep them safe online 
by providing guidance[24]. As children are the primary actors, what they do online can have a substantial 
impact on whether or not they remain safe and secure while engaging in routine digital tasks[17,21,29].

4. Findings from Survey (Children)

From the statistical analysis, it was found that the online safety of children is closely connected with the 
number of hours theyuse digital devices. Higher the use, the greater the threat. Children who regularly 
share their digital activities with their parents and teachers are less likely to face security violations. In 
the case of harassment, proportionally a greater number of boys are facing online harassment compared 
to girls. It was observed that the children studying in Bangla medium schools suffer more than the 
children in English medium schools. The children are sometimes solely responsible for a few types of 
security threats. For example, children prefer to share their email passwords or device password with 
their friends which cost their privacy and security. Many children play online games, and they make 
online friends not known to their parents. Our analysis shows that these children who have friends not 
known to their parents suffer higher security threats. Some children regularly chat with people outside 
their close family which also increases their safety risks. Many children use social media like Facebook, 
Snapchat, etc. and some of them do it without the permission of their parents. They share photos, and 
personal information like birthdays, home address, and school information, and all these increases their 
chance of becoming the victim of online abuse and harassment. Some children download the app without 
their parent’s permission and also do online shopping without their parents’ concern. Our analysis shows 
that these children suffer more online privacy and security violations. Photo sharing is not only done by 
the children rather the parents and other members of the family regularly post the children’s photos on 
social media and these photos are being misused by online predators. Parents are sometimes responsible 
for making children unsafe in cyberspace. It was found that many parents do not have enough knowledge 
about the threats and risks which may be faced by their children online. Hence, they do not talk to their 
children regularly and also do not have enough literacy about the privacy and safety settings of digital 
devices. Our analysis shows that the children of those parents who have good e-safety knowledge are 
less likely to face privacy and security issues. The role of educators cannot be ignored either. We have 
found that the children who have received some kind of safety and security training from their schools 
can handle their online privacy and security issues in a better fashion.
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5. Findings from Survey (Parents)

Children are abused or harassed online. From our research, it was found that although children of all ages 
suffer from digital privacy and security threats, children aged 12-15 years are in the highest danger. 34 
out of 64 parents having kids of that age range and who participated in the survey mentioned that their 
kids reported some kind of harassment or abuse to the parents. That is 53.13% of children of age 12-15 
years report their parents regarding this discomfort. Surely there is a chance that many kids do not even 
share this with their parents and if all the children used to report to their parents then the number could 
be bigger. The reports from parents of 9-12 years age group children also reported a high percentage of 
privacy and security threats. Out of 111 parents participants who have children of age range 9-12 years, 
47 reported their children mentioned or faced threat/harassment or abuse online, this is 42.34%. The 
same experience for the 6-9 years age range is a little lower; 30.30%. However, the age range above 15 
years suffered less, 25% of these children suffered from privacy or security violations online. This is 
shown in Table 2.

Table 2: Privacy and security violation Vs children age

Age of the children Children in Total Privacy or Security Violated Percentage

6-9 99 30 30.30

9-12 111 47 42.34

12-15 64 34 53.13

15-17 36 9 25

It can be observed that the children of age 6-15 are most likely to report abuse or harassment to their 
parents. Children’s report to their parents also varies depending on their type of educational institution. 
55% of parents of madrasa-going children reported their children were abused or harassed online while 
this percentage drops sharply to 40.95% for Bangla medium students and further drops down to 35.5% 
and 23% for English medium national curriculum and English medium British curriculum students.

It was observed that there is a direct relationship between the time spent by children on digital platforms 
with the possibility of being abused or harassed. Higher the time, the higher the threat. The parents were 
asked how long their children usually spent on digital devices per day, particularly online. They were 
supposed to choose between any of the following options: below 3 hours, 3-6 hours, 6-9 hours, 9-12 
hours, and finally above 12 hours. A very small number of parents mentioned that their children spent 
more than 12 hours per day on average with digital devices and 80% of them mentioned that they were 
somehow harassed or abused online. Children who spend 9-12 hours daily on digital devices are also 
very vulnerable to getting abused. More than 54% percent of children in this category mentioned being 
harassed or abused. And the probability of being abused category who spend 6-9 hours daily is almost 
the same as the previous category. However, the harassment ratio drops as the number of hours spent 
online declines. 38% of children reported online harassment or abuse to their parents who are in the daily 
average use of 3-6 hours category and the rate further drops down to 29% in the category of children 
using digital devices from less than 3 hours. This is shown in Table 3.
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Table 3: Privacy and security violation Vs children age

Time on digital device Children in Total Privacy or Security Violated Percentage
0-3 hours 89 26 29.21
3-6 hours 124 47 37.9
6-9 hours 81 43 53.08
9-12 hours 11 3 27.27
More than 12 hours 5 4 80

From the survey, we have found that the parents who observe or restrict the digital devices use of 
their children and also who give time limits to their children for using digital devices get better results 
compared to the parents who neither observe nor restrict their children’s use or give any time limits. Out 
of 68 parents who said they said they observe or restrict their children’s use of digital devices and also 
give time limits to their children (Category A children), 38% of children of such parents reported online 
harassment or abuse. This percentage rose to 56.2% for the children of those parents who neither observe 
nor restrict their children’s use or give any time limits (Category B children).
Although parents’ observation/restriction along with imposing time limit does not have a significant 
effect on the mental health of the children. 73.5% of category A children said they do not face any kind 
of mental stress, pressure, or feeling lonely whereas 68.2% of category B children said they do not face 
any kind of mental stress, pressure, or feeling lonely.
Regarding photo sharing of children in social media, we have asked the parents to answer a few questions, 
for example, who shares the photo: The child himself/herself, the parents, or some other relatives or 
friends? It was observed that if nobody shares the photo of the children on social media then the probability 
of getting abused or facing harassment by the children is reduced by 17%. 41.4% of the children who 
either posted their photos on social media or their parents or anyone else posted their photos reported 
some kind of harassment or abuse where the rate is 36.2% while not the children or no one else ever 
posted the children’s photos.
It was also observed that school training does not impact much in ensuring children’s privacy and security 
online. 43.8% of the children who have received some kind of training from their educators (category C) 
reported being abused or harassed while 39.1% of children reposted being abused or harassed while they 
have no such training (category D). This is a surprising result and the fact could be either the training is 
not focusing to the safety procedures to be followed by the children or maybe the category A students 
could report such discomfort to their parents properly while category D children are unable to understand 
the abuse or they are unable to report to their parents.
Parents may minimize internet abuse and harassment by talking to their children often. Our study 
questioned parents whether they address their children’s internet activity often, occasionally, seldom, or 
never. Parents who routinely talk with their children have fewer mistreated or tormented children. Only 
23.9% claimed their kids encountered internet abuse or harassment. This percentage rises to 52.5% for 
children whose parents never addressed this matter with them. When parents picked often or occasionally, 
35.3% of their children had internet troubles, vs 47.3% when they indicated seldom or never. Abuse 
or harassment of children may be managed or lessened when parents discuss what their children are 
doing online, how they feel about this, etc. It was also observed that, educated parents regularly discuss 
with their children regarding their digital activities and either observe or restrict their children’s online 
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involvement. Hence, it was seen that the parents who have higher academic degrees, their children suffer 
less privacy and security threats. This is shown in Table 4.

Table 4: Privacy and security violation Vs parent’s education

Qualifications of Parents Parents in Total Privacy or Security Violated Percentage
Post-Graduation 73 20 27.39
Graduation 140 51 36.42
Diploma 24 10 41.66
H.S.C 74 36 48.64

Child abuse and harassment can also be sharply reduced when the parents know how to handle the safety 
and security settings of digital devices as well as when they are confident that they can make their children 
understand these settings. Out of 311 parents who participated in the survey, 108 parents said they know 
about the safety and security settings of digital devices and also they can educate their children about 
this (Type E parents) and 89 parents said they do not know the safety and security settings of the digital 
devices and also they are unable to explain these to their children (Type F parents). For type E parents, 
only 25.90% of their children faced abuse or harassment online while this rate is above 66% for the 
children of type F parents. So to ensure the security and safety of the children, their parents can learn 
about the security measures of digital devices and particularly of the internet.

6. Findings from the interviews (Both Children and Parents)

The authors questioned a total of 42 parents and 30 children ranging in age from 6 to 17. The questions 
were asked in a semi-structured format. The children and their parents who participated in the study 
were selected using a combination of convenience and snowball sampling. We asked the parents to 
go out of the room while we were interviewing the children to give the kids the opportunity to speak 
without interference from their parents. The authors upheld the greatest possible ethical standards both 
during and after the interviews, and all of the participant’s involvement in the interviews was entirely 
voluntary. It was discovered that the conclusions from the interviews closely matched the results of the 
survey. Having said that, there are a few noteworthy discoveries as well. For instance, throughout the 
course of the interviews, a few of the children disclosed that they make use of social media platforms 
such as Facebook, but their parents were unaware of this fact. A couple of the youngsters also indicated 
that they had a few friends with whom they were linked via online game-playing platforms and that 
they often talk with these less well-known pals while their parents are utterly oblivious to the fact that 
this is occurring. Apart from this, practically all of the children and their parents were of the opinion 
that increased communication between children and parents on their children’s participation in online 
activities would help to lessen the threats to the children’s digital privacy and security. Despite the fact 
that some of the children admitted that they do not talk to their parents about what they do online out of 
the concern that their parents will forbid them to use digital devices if they are aware of the dangers, the 
majority of the children said that they do talk to their parents about what they do online.



92Print ISSN : 2348-7437 Online ISSN : 2454-9533

Pir et al.

7. Recommendations

It was observed that if the children can make changes in the pattern of their digital use and act more 
sensibly in cyberspace, then their digital privacy and security situation would be improved. However, 
to ensure this, a few recommendations have been made by the authors for the parents and educators so 
that they can educate the children regarding these:

Firstly, caregiving adults like parents and teachers should be more friendly with the children regarding 
their digital activities. They should encourage the children to discuss with adults about their day-to-day 
activities online and should report it to the adults if they face any threat or are being harassed. Secondly, 
proper knowledge should be given to the children so that they can understand the safety threats associated 
with password sharing with friends and others. The parents can set the passwords for their children too and 
tell them to keep it secret. Thirdly, the parents should try to discuss the online friends of their children so 
that the number of online friends not known to the parents can be minimized tominimal or none. Parents 
and teachers should encourage the children not to share personal information, particularly their photos 
with unknown people during chatting or on social media. Fourthly, parents should restrict or monitor the 
unnecessary downloading or online shopping of their children, especially without the permission of the 
parents. And finally, parents and teachers should ensure proper online privacy and safety training and 
lessons for the children as it was found that the chance of becoming a victim of cyber threats is reduced 
significantly if the children have enough safety knowledge of how to protect themselves.

Limitations

Our research includes a few caveats. To begin, all of the interviewees come from the researchers’ 
immediate and extended social circles (snowball sample). Second, most of the metropolitan institutions 
were chosen as survey sites. As a result, the comments might not be representative of the perspectives 
of rural youngsters. Finally, during tiffin or dismissal time, the kids would play the Pi game. Several 
of the kids may not have given careful consideration to the questions asked on both occasions because 
they were too eager to get the answers. Four, all the survey information comes from kids who are old 
enough to be in school. Some kids don’t attend to school but nevertheless utilize computers and other 
electronics. It was not feasible for the authors to interview those kids. Finally, some of the parents who 
filled out the survey were only guessing at the answers to some of the questions.

Conclusion

The paper presented several crucial practices of children which are costing their online privacy and 
security. Using surveys and interviews, we investigated how children, and their parents may share certain 
responsibilities and behaviors to safeguard them from online safety risks. Initially, 383 children of Sylhet, 
Bangladesh supplied replies through a game-based Android application. Then a survey was conducted 
with 311 parents. Semi-structured interviews were also conducted with a small sample of children and 
parents. Ultimately, It was determined that certain online behaviors of children, such as chatting and sharing 
with strangers, sharing photos on social media, downloading or purchasing without parental consent, 
and sharing digital passwords with peers, make them vulnerable and insecure against different types of 
cyber-attacks. In addition, we have investigated how children may create a safer online environment for 
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themselves by avoiding concerns that endanger their privacy and security online, by addressing their 
cyber activities with their parents, and by obtaining sufficient guidance.
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